Tehnologija verizenja blokov

Infosec seminar, Ljubljana 26.10.2018
Tade] Hren, SI-CERT Arnes



Zgostitveni algoritmi (hash)

# (Vabcdef”)=54187745
# (VabcdeF”)=069841542
# (“Infosek seminar”)=12570001

#(Na”)=22547845

shaz2b6 (“Hello, world”)=

4AETC3BOoACOBEFFo6/1EFASCES7380151C0O06ES58CAL3
A78D83F36107316CECL125F



Asimetricna kriptografija z javnim kljuCem

Alice
I will Sign ‘/h
pay $500 (Encrypt)
Alice's
* private key
DFCD345
BBEA788
Bob
y 0
I will Verify
pay $500 (Decrypt) Alice's

public key
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KljuCi & naslovi

a )
Random 256 bitni ECDSA zasebni U x
- WalletimportFormat zasebni klju¢
klju€
) | 5IXKSBDEWbDQZYheYzwXVVEKQ1i8ENWr]
5D2765E2594511148DBI0706A1939EEC3 Base 58 R E o e s MRS B
343CF2B3EE48A4F49A3C285433A6C2B +checksum
\ / \_ /
ECDSA
A 4
/512 bitni javni klju¢ N 4 S N
160 bitni javni klju¢ (hash)
04007F9A8289D1CE79E35E9136236FFAD >
2B181EC58A99082ABDA6D837AD1D04B0 SHA256 03007F9A8289D1CE79E35E9136236FFAD2
BC73BABF7E1843839ACDSECBE9AA3ESS B181EC58A99082ABDA6D837AD1D04B0B
\_08155E86D1BEGA7ES4EB5163FCE008B1B RIPEM160 \_ )
Base 58
+Checksum
A 4
a )

Naslov denarnice

14RxWrLJV3aAPjlw89VenHWqisH62H4vV(q

-
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Altcoins
Omrezje
Bitcoin
Litecoin

Ripple

Dogecoin

Monero

Ethereum

Bitcoin Cash

Leto

2009
2011

2013

2013

2014

2015

2017
(razcep)

Hash
algoritem

SHA-256
Scrypt

ECDSA

Scrypt

CryptoNight

Ethash

SHA-256

w

St.vseh
kovancev

21 MIO
84 MIO

100.000
MIO

18,4 MIO
(+)

21 MIO

Cas blokov

10 min

2.5 min

3,5 sek

1 min

2 min

15 sek

10 min

Simbol

BTC

LTC

XRP

DOGE

XMR

ETH

BCH



Bitcoin scaling & forks

Bitcoin Gold (BTG)

Lightnin
8 MB - SLLL D
1.8.2017 Segwit2x |
Bitcoin (BTC) #478559 Nov 2017 |
| | 1 k )

Segwit Equihash :

21.7.2017 12.11.2017 I

#477120 #478559 tommmm - >

Bitcoin Cash (BCH)




