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“A security system is only
as strong as its weakest link. *

Cryptography Engineering
Ferguson, Schneier, Kohno
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"The system must not require secrecy and can be
stolen by the enemy without causing trouble.”

Auguste Kerckhoffs
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e Kriptologija

o Kriptografija — tajnost, Sifriranje, zakrivanje sporocil

e Kriptoanaliza - razkrivanje, razbijanje tajnih podatkov

9 | Biokoda d.o.o0.
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e Alice, Bob - osebi, ki varno komunicirata
e Eve - napadalec

Eve Alice Eve Bob

Eve v vlogi pasivhega napadalca Eve v vlogi aktivhega napadalca

(napad s posrednikom)

10 | Biokoda d.o.o0.
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e Poudarjena zaupnost

(perfect forward secrecy)
e Varovanje preteklosti komunikacije

e Zaupnost prihodnosti *

(future secrecy)
» Varovanje prihodnosti komunikacije

e PreprecCevanje/zaznavanje napada s posrednikom
(Man-in-the-middle attack prevention)

e Preverljivost komunikacije

11 | Biokoda d.o.o0.
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e Zgoscevanje (hashing)
e« SHA256
e« SHA-3
e BLAKE?

e Simetricno sifriranje (blo¢ne funkcije, pretocne funkcije)
e S pomocjo zasebnega kljuca (skrivnosti) transformiramo vhodni niz v Sifriran niz.

e Temelji na deljeni skrivnosti.
e AES256 (razli¢ni algoritmi/implementacije), XSalsa20, XChaChaZ20, ...

e Asimetricno sifriranje

e Temelji na zasebnih in javnih Sifrirnih kljucih. Za komuniciranje med tockama A in B mora
biti predhodno opravljena izmenjava javnih kljucev (key exchange). |zracun Sifrirnega
kljuca oz. deljene skrivnosti se izvede s pomocjo zasebnih kljucev ter izmenjanih javnih
kljucev.

e secp256kl, secp384rl,... Curve25519, Curved4s,...

e Overjanje podatkov (digitalno podpisovanje)

12 | Biokoda d.o.o0.
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e Poudarjena zaupnost - angl. Perfect forward secrecy

e Kljucno vprasanje: ali je v primeru, da so zasebni kljuci
zlorabljeni, preteklost, po trenutku zlorabe varna?

e \V primeru sifrirnega, mehanizma, ki ustreza zahtevam PES je
odgovor na taksno vprasanje pritrdilen.

13 | Biokoda d.o.o0.
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e Lastnost komunikacijskega protokola, kjer zloraba dolgotrajnih
Sifrirnih kljucev ne kompromitira pretekle komunikacije (sej)

e Sistem, ki uporablja infrastrukturo javnih kljucev ustreza
lastnosti PES takrat, ko je rezultat izmenjave kljucev nakljucni
sifrirni material, ki ni posledica deterministicnih izracunov

14 | Biokoda d.o.o0.



Poudarjena zaupnost (PFS)

o Kako vem ali je pri komunikaciji s spletnimi strezniki
uporabljen sifrirni mehanizem, ki zagotavlja PES?

Identiteta spletne strani

Spletna stran: dan-informacijske-varnosti.si

Lastnik: Ta spletna stran ne vsebuje podatkov o lastnistvu.
Preveril: Let's Encrypt
Potece: 11. januar 2018

Pregle] digitalno potrdilo

Tehniéne podrobnosti

Sifrirana povezaval(TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384, 256-bitni kljuéi, TLS 1.2)
Ta stran je bila Sifri

Sifriranje nepoobladéenim osel am oteZi ogled podatkov, ki se prenasajo med radunalniki. Zato je malo
verjetno, da je kdo prebral to s ran, medtem ko je potovala po omreZju.

15 | Biokoda d.o.o0.
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e Zaupnost prihodnosti

e Sicer nestandardno poimenovanje, uporabljeno pri
implementaciji mehanizmna Double Ratchet (dvosmerna raglja)
pri Open Whisper Systems

e Kljucno vprasanje: v primeru da je ob nekem trenutku
kratkotrajni sifrirni material zlorabljen ali se lahko zagotovi
zaupnost podatkov v prihodnosti?

Vir: https://signal.org/blog/advanced-ratcheting/

16 | Biokoda d.o.o0.
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e Preprecevanje MITM

e End-to-end Sifrirni mehanizmi: preverljivost Sifrirnega kanala
e HPKP - HTTP Public Key Pinning

e TLS Pinning

17 | Biokoda d.o.o0.



X3DH + Double Ratchet L
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e Sodobni mehanizem v praksi - X3DH + Double Ratchet

e Implementacije za namene varovanja medcloveske in druge
komunikacije

o Cilj: zagotovitev PES, future secrecy, preprecevanje napada s
posrednikom, enostavnost vzpostavitve varovanega kanala za
komuniciranje, moznost preverjanja varnega kanala (seje)

18 | Biokoda d.o.o0.
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e X3DH

e Asinhrona izmenjava sifrirnega materiala za vzpostavitev Sifrirane seje, pri katerem
je ciljna naprava lahko nedosegljiva v ¢asu vzpostavitev

o Akterji: Alice, streznik, Bob

e /ahteve
e Alice in Bob imata s streznikom vzpostavljeno razmerije.
 Alice zeli poslati vzpostaviti Sifriran kanal z osebo Bob

e Bob zeli omogociti Alice vzpostavitev Sifriranega kanala. Bob je v ¢asu vzpsotavitve
lahko brez omrezne povezave.

 Streznik mora omogociti Bobu, da objavi minimalni nabor podatkov s pomocjo
katerih Alice lahko vzpostavi Sifrirano sejo

e Tipicna implementacija s Curve25519 in Curved48
e X25519 in X448

20 | Biokoda d.o.o0.
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o Sifrirni klju¢i za vzpostavitev Sifrirnega kanala
o Sifrirni klju¢ identitete (asim.)
o Sifrirni klju¢ vzpostavitve seje (handshake, ephemeral.... - asim.)
o Sifrirni klju¢ za enkratno uporabo (one-time prekey, ratchet prekey,... - asim.)

21 | Biokoda d.o.o0.
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e X3DH se izvede skozi 3 korake

» Bob predhodno objavi Sifrirni material za vzpostavitev Sifrirane seje
 Alice prejme Sifrirni material za vzpostavitev seje iz streznika
e Bob prejme Sifrirano sporocilo iz streznika, vzpostavi sejo, odsifrira sporocilo

22 | Biokoda d.o.o0.



X3DH in Double Ratchet

'Odjemalec

E X3DH < i i
| A A A s
E ECDH (A DHIr ,B HK) ECDH (A HK ,B DHls) ECDH (A HK ,B HK) ! KratkoroCni klju¢
1 =Vo0 =Vi =V2 :
E I Il Zacasni kljuc
Vzpostavitev HASH(V0) L
L B Kliuc i '
varnega TRIPLE DH — B Kljuc identitete
kanala ¥ B se uporabi za
: HASH(V2) L digitalni
i - podpis
| B kratkorocCnih
| skRVNOST [ - kljucev
| ' | |
E ( Initialization done > E i E
3DH: vzpostavitev varnega kanala POENOSTAVLJEN OPIS
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e Od kod poimenovanje “Double Ratchet” oz. dvosmerna
raglja?

e #1 Raglja: Simetricna raglja s pomocjo zgoscevanja izpeljuje
nove zasebne kljuce za Sifriranje odposlanih sporocil

o #2 Raglja: Asimetricna raglja s pomocjo izmenjave kljucev
(ECDH) in izracuna deljene skrivnosti spreminja stanje varnega
kanala iz katerega se izpeljujejo zasebni kljuci #1 raglji.

\ — ‘o
w

24 | Biokoda d.o.o.



X3DH In Double Ratchet

l

ENCHDR = ENCRYPT (HKs, DHRs +
metadata)

Odposiljanje
Sifriranega
sporocila

ENCMSG = ENCRYPT (MK, plain
message)

» g lzvedba .
Poslji sporogilo asim. raglie?

e s b et L ol A T B e D T e b R L il e G e B D e R L T RAM
! \4 I
1
! DHRs [
: = Nov ECDH par :
: Kljug za $ifriranje (MK) HKs !
! Klju€ za verizenje (CK) - 1
: CKs NHKr .
i ¢ ;
f 1
! 1
[ 1
! _ 1
: »| KDF MK DHR = ECDH(DHRs, DHRr) |
. 1

1
1 A / :
PosSiljanje § v |
! HASH(RK, DHR) !
S po rocCli Ia : Izpeljava novih veriznin kljugev !
X CKs !
! 1
: L KDF RK !
l :
X > KDF [P CKs !
| KDF 1] NHKs |
l :
: |
. ¢ KDF | CKs !
l :
! 1
| Posodobitev stanja varnega kanala | X
l !
! 1
! |
! 1
! 1
! |
! 1
! 1
! 1
! 1
! |
! 1
! 1
! L
! 1
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o Izvedba B
Posilji sporocilo asim. raglie?

A4

DHRs
= Nov ECDH par

Klju¢ za Sifriranje (MK)
Klju¢ za verizenje (CK)

HKs
= NHKr

v

DHR = ECDH(DHRs, DHRr)

CKs

\4

Poudarjena § v
Zaupn ost E Izpeliava novih veriznih Kljugev

HASH(RK, DHR)

| KDF RK
KDF 1P NHKs

1

KDF  {—p>| CKs X

1

#1 Raglja: vsako sporocilo I |
Sifriramo s svezim Sifrirnim i
kljuCem

Odposiljanje
Sifriranega
sporocila

ENCMSG = ENCRYPT (MK, plain ,
message) 1

R e POENOSTAVLJEN.OPIS

26 | Biokoda d.o.o.



X3DH in Double Ratchet

( Poslji sporogilo >—>

Izvedba

asim. raglje?

DA

CKs

\

KDF

Klju¢ za Sifriranje (MK)
Klju¢ za verizenje (CK)

Zaupnost v

CKs

prihodnosti

\ 4

KDF

v

Posodobitev stanja varnega kanala

Odposiljanje
Sifriranega
sporocila

l

ENCHDR = ENCRYPT (HKs, DHRs +
metadata)

ENCMSG = ENCRYPT (MK, plain
message)

DHRs
= Nov ECDH par

HKs
= NHKr

v

DHR = ECDH(DHRs, DHRr)

\4

HASH(RK, DHR)

#2 Raglja: izvede se vedno
po prejemu sporocila

27 | Biokoda d.o.o0.
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ODSIFRIRAJ
SPOROCILO

1

1

I

|

1

! . ) . DA

I Vstopni pogoji: preverjanje > DECRYPT(MK, ENCMSG) Message
: preskogenih kljugev,... ’ ! decrypted
! i
s 1
: 1
! 1
: 1
: 1
! [}
! 1
! 1
! 1
! 1
: DHRp |
! KDF | RKp |
| ¢ !
! 1
1

! IZRACUN, HRAMBA KDE > NHKp !
| PRESKOCENIH KLJUCEV |
1

| * :
: KDF CKp :
| HKp = NHKr !
! I
I * !
! 1
! 1
! I
! DHR = ECDH(DHRp, DHRs) MK CKp |
! 1
! 1
| Y |
I

! HASH(RK, DHR) :
! |
1 1 |
1
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DEMO

Biocoded sandbox

X3DH + DR simluacija
na realnem sifrirnem jedru
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nitialization] Creating Key Set "a"

tate]

output: "Done."

"a" state is:

v => 2

(peer_identity_pk) peer identity public key => empty

(peer_ephemeral_pk) peer handshake public key => empty

(peer_dhrs_pk) peer ratchet public key => empty

(sk) identity secret key => be 83 2d a3 26 1la b6 3a bl 87 47 47 2a cl1 33 ed b5 cf b9 bb 49 33 af d3 68 88 52 84 f2 f6 9b 2f

(pk) identity public key => 48 12 81 90 f9 e0® 61 29 1f 7d df 47 33 03 9b c9 1a 1a el ad 35 25 ce 9a fd ac 2a 68 57 27 c7 04
(handshake_pk) handshake public key (local) => 9f 65 be e6 11 99 72 c5 07 91 d2 e6 63 02 e9 41 2c e® fl1 5d a8 ce d7 d6 ea 8c bb b4 bd fb 1f 42
(handshake_sk) handshake secret key (local) => ac 1c a9 c0 b6 d9 dO fc a5 2a f7 39 b7 41 11 de 34 6¢c d2 5c 87 9c 06 d5 92 c4 41 bd 2b d4 82 1d
(dhrr) private racthet key => 32 c6 2b 84 10 f3 3d 50 a0 82 9d 10 58 54 5d 3f ac d3 6b 35 dO® 2e 13 27 f8 30 ac 7e 6d 03 84 d5

(dhrr) public ratchet key => 4c fe 65 85 a7 18 Oe 75 bl 3b a3 00 26 36 cO b9 43 ba 65 e5 86 d6 60 35 df 3e 70 4c cl 82 da 78

(rk) root key => empty

(hks) header public key (local) => empty

(hks) header public key (peer) => empty

(nhks) next header public key (local) => empty

(nhkr) next header public key (peer) => empty

(cks) chain key (local) => empty

(ckr) chain key => empty

(dhis) identity private key in use => 48 12 81 90 f9 e® 61 29 1f 7d df 47 33 03 9b c¢9 1a 1la el ad 35 25 ce 9a fd ac 2a 68 57 27 c7 04
(dhir) identity public key => empty

(nr) num read under current ratchet => 0

(ns) num sent under current ratchet => 0

(pns) predicted number of sent => 0

(is_alice) am I Alice (initiator)? => NO

(ratchet_flag) will I ratchet? => NO

(nstaged) number of staged keys => 0

(nskipped) number of skipped over keys => 0

(maxstaged) maximum number of staged keys on this channel => 5

(maxskipped) maximum number of skipped over keys => 5

Ustvarimo skupke kljucev (A).
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[Initialization] Creating Key Set "b"

[State]

output: "Done."

"b" state is:

v => 2

(peer_identity_pk) peer identity public key => empty

(peer_ephemeral_pk) peer handshake public key => empty

(peer_dhrs_pk) peer ratchet public key => empty

(sk) identity secret key => e8 ac c4 23 90 4d 7b Ob 89 31 ff 3b c2 37 44 e7 ed ee cf 4e a8 e3 91 a0® 9f 96 68 a8 bO e4 e2 29

(pk) identity public key => 7a 3f 6d 12 82 27 16 b4 a0 80 31 f6 66 d6 2e 8f 75 e8 7f 94 bc 5b a4 be 49 f5 f6 f3 77 02 74 6f
(handshake_pk) handshake public key (local) => b7 54 d4 5b 8f Ob 6b cO® f9 50 af af f2 6f ed 48 b9 d4 a2 8e fO 8d db 36 e6 70 53 5f 81 aa da 4e
(handshake_sk) handshake secret key (local) => cf 61 ce 9d 58 Of 4b ce bf 54 a7 36 63 95 98 42 ab f9 48 62 96 81 df Oc 2b al 02 36 50 05 ae 35
(dhrr) private racthet key => 38 d4 8f 47 51 8e 9b c9 dd ee 8a d9 1c 39 db ff a3 2b 80 b7 8e 98 d7 90 20 18 6e d2 90 25 d8 7e

(dhrr) public ratchet key => ec 46 3a bf a0 3e al 5d 28 a5 fd 60 13 a7 3b a® ac bO 4b aa ba eb b8 f7 e8 3a e0® 22 5d 92 7c 78

(rk) root key => empty

(hks) header public key (local) => empty

(hks) header public key (peer) => empty

(nhks) next header public key (local) => empty

(nhkr) next header public key (peer) => empty

(cks) chain key (local) => empty

(ckr) chain key => empty

(dhis) identity private key in use => 7a 3f 6d 12 82 27 16 b4 a0 80 31 f6 66 d6 2e 8f 75 e8 7f 94 bc 5b a4 be 49 f5 f6 f3 77 02 74 6f
(dhir) identity public key => empty

(nr) num read under current ratchet => 0

(ns) num sent under current ratchet => 0

(pns) predicted number of sent => 0

(is_alice) am I Alice (initiator)? => NO

(ratchet_flag) will I ratchet? => NO

(nstaged) number of staged keys => 0

(nskipped) number of skipped over keys => 0

(maxstaged) maximum number of staged keys on this channel => 5

(maxskipped) maximum number of skipped over keys => 5

Ustvarimo skupke kljucCev (B).
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[Executing X3DH] Connecting "a" and "b"

[State]

"a" state is:

v => 2

(peer_identity_pk) peer identity public key => 7a 3f 6d 12 82 27 16 b4 a0 80 31 f6 66 d6 2e 8f 75 e8 7f 94 bc 5b a4 be 49 f5 f6 f3 77 02 74 6f
(peer_ephemeral_pk) peer handshake public key => b7 54 d4 5b 8f Ob 6b cO® f9 50 af af f2 6f ed 48 b9 d4 a2 8e fO 8d db 36 e6 70 53 5f 81 aa da 4e
(peer_dhrs_pk) peer ratchet public key => ec 46 3a bf a® 3e al 5d 28 a5 fd 60 13 a7 3b a@ ac b0 4b aa ba eb b8 f7 e8 3a e0® 22 5d 92 7c 78

(sk) identity secret key => be 83 2d a3 26 1a b6 3a bl 87 47 47 2a cl1 33 ed b5 cf b9 bb 49 33 af d3 68 88 52 84 f2 f6 9b 2f

(pk) identity public key => 48 12 81 90 f9 e0@ 61 29 1f 7d df 47 33 03 9b c9 1la 1a el ad 35 25 ce 9a fd ac 2a 68 57 27 c7 04

(handshake_pk) handshake public key (local) => 9f 65 be e6 11 99 72 ¢5 07 91 d2 e6 63 02 e9 41 2c e0® f1 5d a8 ce d7 d6 ea 8c bb b4 bd fb 1f 42
(handshake_sk) handshake secret key (local) => empty

(dhrr) private racthet key => empty

(dhrr) public ratchet key => empty

(rk) root key => 89 35 c¢7 cc 9e 8b a3 d3 db a7 14 96 29 e6 9c 11 91 fe 54 ea cl ca c2 8f dO a7 59 b8 f2 2c 8f d4

(hks) header public key (local) => empty

(hks) header public key (peer) => 81 fa 68 5c f3 07 b5 43 8b 49 f3 d5 d4 d7 d7 16 2e 12 21 27 83 cb 3f 1c 81 86 b6 cd 97 36 Oc 7c

(nhks) next header public key (local) => ¢9 al 0a 85 4b c8 54 34 5c de ce a3 08 bf 1la b5 2e 64 da a3 40 e0 cl 40 37 26 dc 55 do0 ff 44 8b
(nhkr) next header public key (peer) => cc a5 fc f8 ce 41 9¢ fl 25 ee 70 b3 a9 81 5c 49 2d 5f Of Ob le 74 e6 1d f6 db ea 64 55 e4 c9 87

(cks) chain key (local) => empty

(ckr) chain key => 99 37 73 bc 6f aa 34 59 56 5e bl b2 34 38 c3 ca 8e bd 43 81 8f 8c 18 65 1c 43 c7 8f 02 48 c4 1b

(dhis) identity private key in use => 48 12 81 90 f9 e@ 61 29 1f 7d df 47 33 03 9b c9 1la 1la el ad 35 25 ce 9a fd ac 2a 68 57 27 c7 04

(dhir) identity public key => 7a 3f 6d 12 82 27 16 b4 a0 80 31 f6 66 d6 2e 8f 75 e8 7f 94 bc 5b a4 be 49 f5 f6 f3 77 02 74 6f

(nr) num read under current ratchet => 0

(ns) num sent under current ratchet => 0

(pns) predicted number of sent => 0

(is_alice) am I Alice (initiator)? => YES

(ratchet_flag) will I ratchet? => YES

(nstaged) number of staged keys => 0

(nskipped) number of skipped over keys => 0

(maxstaged) maximum number of staged keys on this channel => 5

(maxskipped) maximum Eumber of skipped over keys => 5

X3DH postopek. Stanje A.
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"b" state is:

v => 2

(peer_identity_pk) peer identity public key => 48 12 81 90 f9 e0 61 29 1f 7d df 47 33 03 9b c9 la 1la el ad 35 25 ce 9a fd ac 2a 68 57 27 c7 04
(peer_ephemeral_pk) peer handshake public key => 9f 65 be e6 11 99 72 c5 07 91 d2 e6 63 02 e9 41 2c e0O fl1l 5d a8 ce d7 d6 ea 8c bb b4 bd fb 1f 42
(peer_dhrs_pk) peer ratchet public key => 4c fe 65 85 a7 18 Oe 75 bl 3b a3 00 26 36 cO b9 43 ba 65 e5 86 d6 60 35 df 3e 70 4c cl1 82 da 78

(sk) identity secret key => e8 ac c4 23 90 4d 7b Ob 89 31 ff 3b c2 37 44 e7 ed ee cf 4e a8 e3 91 al@ 9f 96 68 a8 bO ed e2 29

(pk) identity public key => 7a 3f 6d 12 82 27 16 b4 a® 80 31 f6 66 d6 2e 8f 75 e8 7f 94 bc 5b a4 be 49 f5 f6 f3 77 02 74 6f

(handshake_pk) handshake public key (local) => b7 54 d4 5b 8f Ob 6b c0® f9 50 af af f2 6f ed 48 b9 d4 a2 8e fO 8d db 36 e6 70 53 5f 81 aa da 4e
(handshake_sk) handshake secret key (local) => empty

(dhrr) private racthet key => 38 d4 8f 47 51 8e 9b ¢9 dd ee 8a d9 1c 39 db ff a3 2b 80 b7 8e 98 d7 90 20 18 6e d2 90 25 d8 7e

(dhrr) public ratchet key => ec 46 3a bf a0 3e al 5d 28 a5 fd 60 13 a7 3b a® ac b® 4b aa ba eb b8 f7 e8 3a e® 22 5d 92 7c 78

(rk) root key => 89 35 c7 cc 9e 8b a3 d3 db a7 14 96 29 e6 9c 11 91 fe 54 ea cl ca c2 8f dO a7 59 b8 f2 2c 8f d4

(hks) header public key (local) => 81 fa 68 5c f3 07 b5 43 8b 49 f3 d5 d4 d7 d7 16 2e 12 21 27 83 cb 3f 1c 81 86 b6 cd 97 36 Oc 7c

(hks) header public key (peer) => empty

(nhks) next header public key (local) => cc a5 fc f8 ce 41 9c f1 25 ee 70 b3 a9 81 5c 49 2d 5f Of Ob le 74 e6 1d f6 db ea 64 55 e4 c9 87
(nhkr) next header public key (peer) => ¢9 al Oa 85 4b c8 54 34 5c de ce a3 08 bf 1a b5 2e 64 da a3 40 e0 cl 40 37 26 dc 55 dO ff 44 8b

(cks) chain key (local) => 99 37 73 bc 6f aa 34 59 56 5e bl b2 34 38 ¢3 ca 8e bd 43 81 8f 8c 18 65 1c 43 c7 8f 02 48 c4 1b

(ckr) chain key => empty

(dhis) identity private key in use => 7a 3f 6d 12 82 27 16 b4 a0 80 31 f6 66 d6 2e 8f 75 e8 7f 94 bc 5b a4 be 49 f5 f6 f3 77 02 74 6f

(dhir) identity public key => 48 12 81 90 f9 e@ 61 29 1f 7d df 47 33 03 9b c9 1la 1la el ad 35 25 ce 9a fd ac 2a 68 57 27 c7 04

(nr) num read under current ratchet => 0

(ns) num sent under current ratchet => 0

(pns) predicted number of sent => 0

(is_alice) am I Alice (initiator)? => NO

(ratchet_flag) will I ratchet? => NO

(nstaged) number of staged keys => 0

(nskipped) number of skipped over keys => 0

(maxstaged) maximum number of staged keys on this channel => 5

(maxskipped) maximum number of skipped over keys => 5

X3DH postopek. Stanje B.
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[Communication "a" -> Server ] "a" is sending: "Hello Bob!"

[State]

"a" state is:

v => 2

(peer_identity_pk) peer identity public key => 7a 3f 6d 12 82 27 16 b4 a0 80 31 f6 66 d6 2e 8f 75 e8 7f 94 bc 5b a4 be 49 f5 f6 f3 77 02 74 6f
(peer_ephemeral_pk) peer handshake public key => b7 54 d4 5b 8f Ob 6b cO® f9 50 af af f2 6f ed 48 b9 d4 a2 8e fO 8d db 36 e6 70 53 5f 81 aa da 4e
(peer_dhrs_pk) peer ratchet public key => ec 46 3a bf a® 3e al 5d 28 a5 fd 60 13 a7 3b a® ac bO® 4b aa ba eb b8 f7 e8 3a e® 22 5d 92 7c 78

(sk) identity secret key => be 83 2d a3 26 1a b6 3a bl 87 47 47 2a c1 33 ed b5 cf b9 bb 49 33 af d3 68 88 52 84 f2 f6 9b 2f

(pk) identity public key => 48 12 81 90 f9 e0 61 29 1f 7d df 47 33 03 9b c9 1a 1a el ad 35 25 ce 9a fd ac 2a 68 57 27 c7 04

(handshake_pk) handshake public key (local) => 9f 65 be e6 11 99 72 c5 07 91 d2 e6 63 02 e9 41 2c e® fl1l 5d a8 ce d7 d6 ea 8c bb b4 bd fb 1f 42
(handshake_sk) handshake secret key (local) => empty

(dhrr) private racthet key => 12 03 2b 56 f9 10 04 35 70 af b8 d2 de 4f 5a 1le 7b 64 3a 05 7d 5a d2 bc 3c 06 a4 b6 aa 88 1c 43

(dhrr) public ratchet key => 1le 77 00 bb 37 4d c¢3 c2 05 e2 1f 9c 59 2e b9 f1l 28 a8 33 1b 66 16 47 79 ba 65 47 e4 df 1f d4 31

(rk) root key => e8 ec Oc 9b fe 55 36 28 d5 3e da d6 cf 7a 87 62 b6 Of b7 2b 63 1d a2 02 0d 72 bO 95 ab 05 f7 50

(hks) header public key (local) => c¢9 al ©0a 85 4b c¢8 54 34 5c de ce a3 08 bf 1a b5 2e 64 da a3 40 e0® cl 40 37 26 dc 55 dO ff 44 8b

(hks) header public key (peer) => 81 fa 68 5c f3 07 b5 43 8b 49 f3 d5 d4 d7 d7 16 2e 12 21 27 83 cb 3f 1c 81 86 b6 cd 97 36 Oc 7c

(nhks) next header public key (local) => 6c 94 9e 43 f9 23 90 af eb Ob 5e cl1 fc c1 33 43 a2 6a 24 al 79 9c 4a 9d 12 40 ae 97 b9 cd dl1 35
(nhkr) next header public key (peer) => cc a5 fc f8 ce 41 9c f1l 25 ee 70 b3 a9 81 5c 49 2d 5f Of Ob le 74 e6 1d f6 db ea 64 55 e4 c9 87

(cks) chain key (local) => 34 9d 91 2f d5 09 93 1b c8 90 75 86 c6 50 ea 23 d8 94 91 33 8d b8 3d 49 a6 d8 85 54 2a Oc 89 60

(ckr) chain key => 99 37 73 bc 6f aa 34 59 56 5e bl b2 34 38 c3 ca 8e bd 43 81 8f 8c 18 65 1lc 43 c7 8f 02 48 c4 1b

(dhis) identity private key in use => 48 12 81 90 f9 e0® 61 29 1f 7d df 47 33 03 9b c9 1a 1la el ad 35 25 ce 9a fd ac 2a 68 57 27 c7 04

(dhir) identity public key => 7a 3f 6d 12 82 27 16 b4 a0® 80 31 f6 66 d6 2e 8f 75 e8 7f 94 bc 5b a4 be 49 f5 f6 f3 77 02 74 6fF

(nr) num read under current ratchet => 0

(ns) num sent under current ratchet => 1

(pns) predicted number of sent => 0

(is_alice) am I Alice (initiator)? => YES

(ratchet_flag) will I ratchet? => NO

(nstaged) number of staged keys => 0

(nskipped) number of skipped over keys => 0

(maxstaged) maximum number of staged keys on this channel => 5

(maxskipped) maximum number of skipped over keys => 5

A Sifrira in poslje sporocilo. Stanje A.
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[Communication "a" -> Server ] "a" is sending: "How are you?"

[State]

a" state is:

v => 2

(peer_identity_pk) peer identity public key => 7a 3f 6d 12 82 27 16 b4 a0 80 31 f6 66 d6 2e 8f 75 e8 7f 94 bc 5b a4 be 49 f5 f6 f3 77 02 74 6f
(peer_ephemeral_pk) peer handshake public key => b7 54 d4 5b 8f Ob 6b cO®@ f9 50 af af f2 6f ed 48 b9 d4 a2 8e fO 8d db 36 e6 70 53 5f 81 aa da 4e
(peer_dhrs_pk) peer ratchet public key => ec 46 3a bf a® 3e al 5d 28 a5 fd 60 13 a7 3b a® ac bO® 4b aa ba eb b8 f7 e8 3a e® 22 5d 92 7c 78

(sk) identity secret key => be 83 2d a3 26 1a b6 3a bl 87 47 47 2a c1 33 ed b5 cf b9 bb 49 33 af d3 68 88 52 84 f2 f6 9b 2f

(pk) identity public key => 48 12 81 90 f9 e0 61 29 1f 7d df 47 33 03 9b c9 1la 1la el ad 35 25 ce 9a fd ac 2a 68 57 27 c7 04

(handshake_pk) handshake public key (local) => 9f 65 be e6 11 99 72 c5 07 91 d2 e6 63 02 e9 41 2¢c e® fl1 5d a8 ce d7 d6 ea 8c bb b4 bd fb 1f 42
(handshake_sk) handshake secret key (local) => empty

(dhrr) private racthet key => 12 03 2b 56 f9 10 04 35 70 af b8 d2 de 4f 5a le 7b 64 3a 05 7d 5a d2 bc 3c 06 a4 b6 aa 88 1lc 43

(dhrr) public ratchet key => 1le 77 00 bb 37 4d c3 c2 05 e2 1f 9c 59 2e b9 f1 28 a8 33 1b 66 16 47 79 ba 65 47 e4 df 1f d4 31

(rk) root key => e8 ec 0c 9b fe 55 36 28 d5 3e da d6 cf 7a 87 62 b6 Of b7 2b 63 1d a2 02 0d 72 b® 95 ab 05 f7 50

(hks) header public key (local) => ¢9 al 0a 85 4b c8 54 34 5c de ce a3 08 bf 1a b5 2e 64 da a3 40 e0 cl 40 37 26 dc 55 do ff 44 8b

(hks) header public key (peer) => 81 fa 68 5c f3 07 b5 43 8b 49 f3 d5 d4 d7 d7 16 2e 12 21 27 83 cb 3f 1c 81 86 b6 cd 97 36 Oc 7c

(nhks) next header public key (local) => 6c 94 9e 43 f9 23 90 af eb Ob 5e cl1 fc cl 33 43 a2 6a 24 al 79 9c 4a 9d 12 40 ae 97 b9 cd dl1 35
(nhkr) next header public key (peer) => cc a5 fc f8 ce 41 9c fl1l 25 ee 70 b3 a9 81 5¢c 49 2d 5f O0f Ob le 74 e6 1d f6 db ea 64 55 ed4 c9 87

(cks) chain key (local) => d3 03 a2 97 99 Oc 36 a2 77 f7 60 bd 8b 32 80 Oc c9 74 59 3e Oc 34 cl1 b7 7b 14 07 97 f5 16 1b 4d

(ckr) chain key => 99 37 73 bc 6f aa 34 59 56 5e bl b2 34 38 c3 ca 8e bd 43 81 8f 8c 18 65 1c 43 c7 8f 02 48 c4 1b

(dhis) identity private key in use => 48 12 81 90 f9 e0® 61 29 1f 7d df 47 33 03 9b ¢c9 1a 1la el ad 35 25 ce 9a fd ac 2a 68 57 27 c7 04

(dhir) identity public key => 7a 3f 6d 12 82 27 16 b4 a0 80 31 f6 66 d6 2e 8f 75 e8 7f 94 bc 5b a4 be 49 f5 f6 f3 77 02 74 6f

(nr) num read under current ratchet => 0

(ns) num sent under current ratchet => 2

(pns) predicted number of sent => 0

(is_alice) am I Alice (initiator)? => YES

(ratchet_flag) will I ratchet? => NO

(nstaged) number of staged keys => 0

(nskipped) number of skipped over keys => 0

(maxstaged) maximum number of staged keys on this channel => 5

(maxskipped) maximum number of skipped over keys => 5

A Sifrira in poslje sporocilo. Stanje A.
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[Decryption] "b" decrypted: ["Hello Bob!"]

[State]

"b" state is:

v => 2

(peer_identity_pk) peer identity public key => 48 12 81 90 f9 e0@ 61 29 1f 7d df 47 33 03 9b c9 1la 1a el ad 35 25 ce 9a fd ac 2a 68 57 27 c7 04
(peer_ephemeral_pk) peer handshake public key => 9f 65 be e6 11 99 72 ¢5 07 91 d2 e6 63 02 e9 41 2c e0® f1 5d a8 ce d7 d6 ea 8c bb b4 bd fb 1f 42
(peer_dhrs_pk) peer ratchet public key => 4c fe 65 85 a7 18 Oe 75 bl 3b a3 00 26 36 cO b9 43 ba 65 e5 86 d6 60 35 df 3e 70 4c cl 82 da 78

(sk) identity secret key => e8 ac c4 23 90 4d 7b 0b 89 31 ff 3b c2 37 44 e7 ed ee cf 4e a8 e3 91 a0 9f 96 68 a8 bO ed4 e2 29

(pk) identity public key => 7a 3f 6d 12 82 27 16 b4 a0 80 31 f6 66 d6 2e 8f 75 e8 7f 94 bc 5b a4 be 49 f5 f6 f3 77 02 74 6f

(handshake_pk) handshake public key (local) => b7 54 d4 5b 8f Ob 6b cO® f9 50 af af f2 6f ed 48 b9 d4 a2 8e fO 8d db 36 e6 70 53 5f 81 aa da 4e
(handshake_sk) handshake secret key (local) => empty

(dhrr) private racthet key => empty

(dhrr) public ratchet key => empty

(rk) root key => e8 ec 0c 9b fe 55 36 28 d5 3e da d6 cf 7a 87 62 b6 Of b7 2b 63 1d a2 02 0d 72 b0 95 ab 05 f7 50

(hks) header public key (local) => 81 fa 68 5¢c f3 07 b5 43 8b 49 f3 d5 d4 d7 d7 16 2e 12 21 27 83 cb 3f 1c 81 86 b6 cd 97 36 Oc 7c

(hks) header public key (peer) => c¢9 al @a 85 4b c8 54 34 5c de ce a3 08 bf la b5 2e 64 da a3 40 e0O cl 40 37 26 dc 55 dO ff 44 8b

(nhks) next header public key (local) => cc a5 fc f8 ce 41 9c f1l 25 ee 70 b3 a9 81 5c 49 2d 5f O0f Ob le 74 e6 1d f6 db ea 64 55 ed4 c9 87
(nhkr) next header public key (peer) => 6c 94 9e 43 f9 23 90 af eb Ob 5e cl fc cl1 33 43 a2 6a 24 al 79 9¢c 4a 9d 12 40 ae 97 b9 cd dl 35

(cks) chain key (local) => 99 37 73 bc 6f aa 34 59 56 5e bl b2 34 38 c3 ca 8e bd 43 81 8f 8c 18 65 1c 43 c7 8f 02 48 c4 1b

(ckr) chain key => 34 9d 91 2f d5 09 93 1b c8 90 75 86 c6 50 ea 23 d8 94 91 33 8d b8 3d 49 a6 d8 85 54 2a Oc 89 60

(dhis) identity private key in use => 7a 3f 6d 12 82 27 16 b4 a0 80 31 f6 66 d6 2e 8f 75 e8 7f 94 bc 5b a4 be 49 f5 f6 f3 77 02 74 6f

(dhir) identity public key => 48 12 81 90 f9 e0@ 61 29 1f 7d df 47 33 03 9b c9 1la 1a el ad 35 25 ce 9a fd ac 2a 68 57 27 c7 04

(nr) num read under current ratchet => 1

(ns) num sent under current ratchet => 0

(pns) predicted number of sent => 0

(is_alice) am I Alice (initiator)? => NO

(ratchet_flag) will I ratchet? => YES

(nstaged) number of staged keys => 0

(nskipped) number of skipped over keys => 0

(maxstaged) maximum number of staged keys on this channel => 5

(maxskipped) maximum number of skipped over keys => 5

B prejme sporocilo in odSifrira. Stanje B.
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[Decryption] "b" decrypted: ["How are you?"]

[State]

"b" state is:

v => 2

(peer_identity_pk) peer identity public key => 48 12 81 90 f9 e0 61 29 1f 7d df 47 33 03 9b c9 1la 1la el ad 35 25 ce 9a fd ac 2a 68 57 27 c7 04
(peer_ephemeral_pk) peer handshake public key => 9f 65 be e6 11 99 72 ¢5 07 91 d2 e6 63 02 e9 41 2c e® fl 5d a8 ce d7 d6 ea 8c bb b4 bd fb 1f 42
(peer_dhrs_pk) peer ratchet public key => 4c fe 65 85 a7 18 Oe 75 bl 3b a3 00 26 36 cO® b9 43 ba 65 e5 86 d6 60 35 df 3e 70 4c cl 82 da 78

(sk) identity secret key => e8 ac ¢4 23 90 4d 7b 0b 89 31 ff 3b c2 37 44 e7 ed ee cf 4e a8 e3 91 a0® 9f 96 68 a8 bO ed4 e2 29

(pk) identity public key => 7a 3f 6d 12 82 27 16 b4 a0 80 31 f6 66 d6 2e 8f 75 e8 7f 94 bc 5b a4 be 49 f5 f6 f3 77 02 74 6f

(handshake_pk) handshake public key (local) => b7 54 d4 5b 8f Ob 6b c® f9 50 af af f2 6f ed 48 b9 d4 a2 8e fO 8d db 36 e6 70 53 5f 81 aa da 4e
(handshake_sk) handshake secret key (local) => empty

(dhrr) private racthet key => empty

(dhrr) public ratchet key => empty

(rk) root key => e8 ec Oc 9b fe 55 36 28 d5 3e da d6é cf 7a 87 62 b6 Of b7 2b 63 1d a2 02 0d 72 b0 95 ab 05 f7 50

(hks) header public key (local) => 81 fa 68 5c f3 07 b5 43 8b 49 f3 d5 d4 d7 d7 16 2e 12 21 27 83 cb 3f 1c 81 86 b6 cd 97 36 Oc 7c

(hks) header public key (peer) => c¢9 al 0a 85 4b c8 54 34 5c de ce a3 08 bf la b5 2e 64 da a3 40 e0 cl 40 37 26 dc 55 dO ff 44 8b

(nhks) next header public key (local) => cc a5 fc f8 ce 41 9c f1l 25 ee 70 b3 a9 81 5c 49 2d 5f Of Ob le 74 e6 1d f6 db ea 64 55 e4 c9 87
(nhkr) next header public key (peer) => 6c 94 9e 43 f9 23 90 af eb Ob 5e cl fc cl 33 43 a2 6a 24 al 79 9c 4a 9d 12 40 ae 97 b9 cd dl 35

(cks) chain key (local) => 99 37 73 bc 6f aa 34 59 56 5e bl b2 34 38 c3 ca 8e bd 43 81 8f 8c 18 65 1c 43 c7 8f 02 48 c4 1b

(ckr) chain key => d3 03 a2 97 99 0c 36 a2 77 f7 60 bd 8b 32 80 Oc c9 74 59 3e Oc 34 c1 b7 7b 14 07 97 f5 16 1b 4d

(dhis) identity private key in use => 7a 3f 6d 12 82 27 16 b4 a0 80 31 f6 66 d6 2e 8f 75 e8 7f 94 bc 5b a4 be 49 f5 f6 f3 77 02 74 6f

(dhir) identity public key => 48 12 81 90 f9 e® 61 29 1f 7d df 47 33 03 9b c9 1a 1a el ad 35 25 ce 9a fd ac 2a 68 57 27 c7 04

(nr) num read under current ratchet => 2

(ns) num sent under current ratchet => 0

(pns) predicted number of sent => 0

(is_alice) am I Alice (initiator)? => NO

(ratchet_flag) will I ratchet? => YES

(nstaged) number of staged keys => 0

(nskipped) number of skipped over keys => 0

(maxstaged) maximum number of staged keys on this channel => 5

(maxskipped) maximum number of skipped over keys => 5

B prejme sporocilo in odSifrira. Stanje B.
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Simulacija delovanja Sifrirnega jedra.
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Q& A

Hvala.



