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X/indows Executable

Dissected PE

SHA-1 bTat4ch51co38043003085605269840b408c19ch
downioad @ pe101.cockami.com

simple

 header

technical details about the executable

 sections

contents of the executable

Hexadecimal dump ASCIl dump Fields Values Explanation

4DNSH 00 00-00 00 00 00-80 00 00 90-00 6@ 60 68 MZ......... . . .
e_magic Mz constant signature

orser.axce "

06 60 00 00-08 60 60 00-08 60 60 00-4G7GBIGETEE ......... sty | STanew ey offset of the PE Header @)
Signature 'PE', 0, O constant signature

ofrset:aue e o s Machine 0x14c [intel 386] processor: ARM/MIPS/Intel/...

= I EEIER-c0 00 00 00-00 60 00 06 | PE..L........... Numberofsections 3 number of sections @

00 00 00 oo-EGNEE B2 01... SRt

sizeofoptionalHeader | Oxe0 relative offset of the section table @

86 B8 08 88-88 B8

shows it's a binary

""" """ 'DOS header "

¢ PE header ©

38 @
shows it's a ‘modern’ binary

optional h
executable information

@ B8-8¢ B 40 Ye-48 0Y 88 8y

Characteristics 0x102 [32b EXE] EXE/DLU...
I Magic ) 0x10b [32b] 32 bits/64 bit§
...BB701 00 00-00 00 00 00 AddressofentryPoint 0x1000 where execution starts @ )

98 00 08 00-00 00 00 00-BBNIBTOATGE-00 80 00 00 ImageBase 0x400000 address wl'ferethe file shoul_d be mapped in memory
SectionAlignment 0x1000 where sections should start in memory @

60 00 00 ©0-GRNGENAGNGH-DENIGNGE100-AaNE2NGaTEn FileAlignment 0x200 where sections should start on file @

68 00 00 00-60 80 89”90—94 08 00 00-00 08 00 00 Majorsubsystemversion | 4 [NT 4 or Tlater] required version of Windows

B j2160766-60 00 00 0o-@2NEE 6o 06 sizeofImage 0x4000 total memory space required

00 60 00 60-00 00 00 00-00 60 00 00-08 60 88 00 SizeofHeaders 0x200 total size of the headers @

00 00 00 60-10NEANE0NEE. . . Subsystem 2 [Gu1] driver/graphical/command linel...

NumberofRvaAndsizes 16 number of data directories @

data directories

7 ¢ pointers to extra structures (exports, imports,...)

an A

defines how the file is loaded in memory

sections table “

9 @ 3 32

link between the executable and (Windows) libraries ~

...00 00 00 00-80 00 80 08
66 26 60 68-00 00 00 00-00 00 00 60-00 60 60 60
06 00 00 00-00 60 00 06-00 60 00 66-00 60 00 60

Offset:9x138

60 10 00 66-06'10 60 06
90 060 00 00-00 00 00 89-08 00 68
2E'7276461=74761700700-00 10 00 ]
£0762/60/60 - ONG4NEENEE-00 00 00 00-00 00 00 08
80 00 00 00-48 68 08 40-2E 64761 7461700700 68
09 18 90 00-80 38 09 80-89 62 00 00-BRUEEIEDTER
90 00 00 80-00 80 09 80-00 00 00 00-4ENGENGONCE

ImportsvAa 0x2000 RVA'of the imports @
Sections table
RVA" > physical size physical offset
Name VirtualSize virtualAddress SizeofRawData PointerToRawData Characteristics
[.text 0x1000 0x1000 0x200 0x200 CODE _EXECUTE READ|
l.rdata____0x1000 0x2000 0x200 0x400 INITIALIZED _READ
Ldata. .. 0x1000 . 0x3000 ________ 0x200.___________ 0x6Q0 ______ DATA _READ _WRITE!

For each section, a SizeofRawData sized block is read from the file at PointerToRawData offset.
It will be loaded in memory at address ImageBase + VirtualAddress in a VirtualSize sized block, with specific characteristics.

0ffset:8x200/R(7: 8101088

x86 assembly Equivalent C code
push 0
push 0x403000

push 0x403017

61 67 65 42-6F 78 41 86-4C120100706=00100100100
5A720780 80-8070000780-6B 65 72 6E-65 6C 33 32
PENGANBCNBCEDE 75773765=7203303202E56416CT6CT08  .d11.user32.d11.

j-h.e@.h.e@.i. . | pucho
p.@.J. .h.@. call [0x402070) ~MessageBox(0, “Hello World!","a simple PE executable’, 0);
push 0 1
call [0x402068] ~ExitProcess(0);
Imports structures ! Consequences
RTAEEANIRBIDINZIN i descriptors %
60 00 00 00-00 60 00 00-78/20/00 60 0x203c——— 0x204c, 0™
4472070079600 00 00 00-00 60 88 00
85 20 6 00-76720786180-00 00 00 00-00 00 00 60 ‘0x2078 —kerne132.d11 0,ExitProcess after loading,
lox2068 o0x204c, 0" 0x 2068 will point to kernel32.dlI’s ExitProcess
80 88-4D 65 73 73 ;’2’0;4 e 0x12070 will point to user32.dlI’s MessageBoxA

Hint Name
0x2085 —user32.d11 0,MessageBoxA

0x2070 0x205a, 0"

aepee B
Al addresses here are RVAS'

Of fset: 8680/ 1181451008

a.simple.PE.exec
5 6C 6C 6 8 77 6l utable.Hello.uor
6C 64 21 08 1d!.

Strings
a simple PE executable\0
Hello world!\0

This is the whote file, however, most PE fles contain more elements, Explanations are simpified, for conciseness.

version 1, 3d May 2012




Example

* What does this code do?
.. OF 31 66 BB FF 09 66 F7 F3 ..

* Disassembly

rdtsc

mov bx, OXFF

div bx

* Explanation - a random generator
rdtsc ; CPU time stamp counter > EDX:EAX
mov bx, OXFF ; 255 2 BX

div bx ; DX:AX % BX = DX (random [©..254])



Spelling difficult words

I CSTOEBTISTC CUTITSB RASPBERRY
Code patterns
O E E DNUEUHTCANTIWZPSM CABBAGE
PUMPKIN
ULYEIGOVYUGHWTIUA ETecurT
C ELLOAAG OOET RSNUN POTATO
o T O RPINSTCLTPTITETETISG SPINACH
Recognizing T YNCAUTFIEKEA AOGSS O  aoamr
° . ZUCCHINI
Architecture AHOIRASPEBERERYE HELWE
* Compiler TCMOTSLASAGNE:S SANDHICH
°Language O I MUNRIBETGASBTU BASC ALMOND
PWIGSNALMONTDPPE oo
* Functions MANGOES
L DSPAEINTIHCTCUZ LASAGNE
* Arguments S NRBPUMPEKTINGTDN
e Results of functions S AETITEPPAETCUN
N SPREUWOLTFTILUASTC

System calls



Important fundamentails

* Data structures and storage
 Memory: byte/word/long/long long
* CPU registers
* Logical operators AND/OR/XOR

* Endianness
e Intel is little-endian

e CPU instructions
* 32-bit/64-bit
» Special: SSEx/AVX/...

SIMPLY EXPLAINED

BIG-ENDIAN

b

LITTLE-ENDIAN



Finding interesting stuff in the code

* Analysis of executables
 EXE header
* Imported DLLs
e LoadLibrary
* Strings
* ASCIl and Unicode
* Constants

* Precomputed values
CRC32, MD5, ...

* Magic numbers
 MZ for EXE/DLL files
* Dates




OS Specifics

* Argument passing
* Via stack and registers
e cdecl, stdcall, fastcall

* Returning values
* Modifying arguments on stack
* Via pointers
* Via registers

e Windows NT
* CRT = main
* GUI = WinMain

Windows XP (X]

\l‘) Task failed successfully.




APl Function hooks

 Microsoft Detours
* Pro (x64) version: 10000 USD

Is there

* Others any malware
* madCodeHook L in here?
* PolyHook ‘

e Sandbox isolation
e Sandboxie

* Cameyo, Shade Sandbox, Shadow Defender, Cuckoo Sandbox, ...

* Virtual machines
* VMware Workstation, VirtualBox



Tools

* Disassemblers
* |IDA Pro

* Decompilers

* Hex-Rays \

* Debuggers

* OllyDbg, WinDbg, Radare, x64dbg, ... Low-Level Format Tool
 System calls tracing
 Sysinternals’ Process Monitor

e Other tools
* Hex editor, Wireshark, QEMU, calculator




Combining slashes and dots until a thing happens

Example in practice

* Regex Match Tracer
* IDA Pro
* OllyDbg
* Hex editor
* Process Monitor

Expert

Regex by ~

Trial and Error

O RLY? @ThePracticalDev
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* Code obfuscation =pi7e) =P (. xe) =P
* Hiding text strings o [ Lyt
* Inserting garbage code
* EXE packers/crypters

* Armadillo, ASPack, PECompact, UPX, ...

* Packer detectors: PEID, DIE (Detect It Easy), RDG Packer Detector, ...
e Code virtualization

=3 2 [ . S
2 Q€ e Cepisc

» Reversed code is virtual machine’s byte code
e Anti-debugging measures

* |IsDebuggerPresent, FindWindow, CsrGetProcessld, ...
e TitanHide (kernel driver)



Literature

* Reversing - Secrets of Reverse Engineering (Eilam, 2005)
* Practical Malware Analysis (Sikorski, 2012)

* Practical Reverse Engineering (Dang, 2014)

* Reverse Engineering for Beginners (Yurichev, 2018)

Reverse Engineering for
Beginners

REVERSING Practical

Secrets of Reverse Engineering AMallware
o nalysis

lT]he Hands-0n Guide to 4
issecting Malicious ‘ 3

Software ' / '
H‘ i

/

Sneond 1.5
asgzd v
<o T
e
Vi
4
y
s,
e

Eldild Eilum Foreword by Richard Bejtlich
Fareword by Elliot Chikofsky £ 9

Michael Sikorski

and Andrew Honig
T Dennis Yurichev




Questions?

_|H CRYPTO NERD'S WHAT WOULD
I MAGINATION - ACTUALLY HAPPEN:

HIS LAFTDP'S ENCRYPTED. H'S LAPTOP'S ENCRYPTED.
LETS BUILD A MILLION-DOLLAR, DRUG HIM AND HIT HIM WITH
r:u.mm To CRACK T THIS $5 WRENCH UNTIL
UoSE *‘B'IT REH" GOT T
E\-”L F'LHN
1S FOILED! ™~ ‘#if




